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Some day we won't even need
coders any more, We'll be able
to just write the specification and
the program will write itself

And do you know the industry
term for a project specification that is
comprehensive and precise enough
E to generate a program?

7~ Oh wow, you're right! We'll be

able to write a comprehensive and
precise spec and bam, we won't
need programmers any more!
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Introduction
« Safety critical
e Bin a nusthell

A quick example covering the whole process

More complex examples
 Specification

» Refinement
 Implementation
 Architecture

 Proof

 (ode generation



Introduction
« Safety Critical

e Bin a nutshell



Introduction - Safety Critical Systems

Systems where life is at risk

Should either work properly or avoid to kill people in case of failure
o Default-free is not from this earth
o Safety case as demonstration



Introduction - Safety Critical Systems

= Standards |

. Railways EN5012{6, 8, 9] S 0,1,2, 3,/4\H'g“eSt e
« Aeronautics DO-178C DAL  E,D,C, B}A

e Automotive ISO 26262 ASIL 0,1,2,3]4

+  Industry IEC 61508 S 01,2, 3,W



inputs,

inputsg

= Specific arc
S
S

J

13: 107

Introduction - Safety Critical Systems

nitecture:

ailure / hour

[4: 1091

ailure / hour

orocessor: 10 failure / hour

outputs

Example: 2002 architecture with voter

—_

SIL3, SIL4: 2 pprocessors required
- (2002, 2003, voter, processor+coprocessor, etc.)

inputsAW Outputs (power)

TControll

inputsBW Outputs (command)

Example: 2002 architecture with cross-verification



Introduction - Safety Critical Software

Concept of Verification a-';i“
_ (Wl 1 1 \ Uperatmns o Maintenance
= Specific organisation: |
Project Requirements System
Definition — Verification

* D eve | 0 p me nt Architecture and Validation
« Verification & Validation (V&V) Detailed Tntegration, Project

Design Verification Test and

Integration

o Safety

Tmplementation

N

Time

= Specific development:

« Safety critical software costs = 2x Non-Safety critical software costs
» More time spent at specification level, testing, validating

« SIL3-SIL4: 2 software developed by two different teams by using different technologies (avoid common
mode failure)



= Reduce intervals between trains (from 120s to 90s / 75s)

Introduction - Safety Critical Railway Applications

« Passive security not sufficient (power off)

« Active security is required (trains have to brake when emergency)

= Safety critical functions

Automatic Train Pilot

Localization of the train on the track (graph-based algorithms)
Energy control: computation of braking curve (integer arithmetic)
Emergency braking (Boolean predicates)

Interlocking: allocation of tracks to routes

Calculated envelope: error!

MAL e i rang
- . N e pe—




Introduction - Safety Critical Railway Applications

= B for software development of safety critical functions
 First automatic metro: Paris L14 in 1998

= +30% automatic metros in the world

= No need to have two dev teams L I
NEW YORK LAUSANNE BENGALORE
MILANO DELH
Code generator 1 Instance 1 a/g‘(%gw BARCELONA SEOUL
CARACAS MADRID BEJING

LISBON SHANGAI
SANTIAGO ALGIERS HONK-KONG
SAO PAULO CAIRO SINGAPOUR
PANAMA BUDAPEST NINGBO
TORONTO PARIS TAICHUNG
MALAGA KUNMING
Code generator 2 Instance 2 DUBAI SHENZHEN

GUANGHOU



Introduction

« Safety Critical

e Bin a nutshell



A path from requirements to code

« Only inactive sequences can be added to the active Natural language
sequences execution queue. » requirement
Behaviour
+
activation_segquence = /* Activation d'une séguence non active */ .
PRE - (seqguences = seguences_actives) THEN prOpertleS
ANY segu WHERE
sequ € sequences - seguences_actives 5 H
HEN B Specification
sequences_actives := seguences actives U {seqgu}
END .
END; Behaviour

l +
activation_ sequence = /* Activation d'une séguence non active */ propertles
VAR sequ IN

sequ <-- indexSequencelnactive; B |mp|ementation
activeSeguence (sequ)

END;

wold MO_ activation segquence (vold)

CTX__SEQUENCES sequ;

C generated code

sequence manager indexSequencelnactive (&sequ):
sequence manager_activeSegquence (2equ);

v

0x01FS70 | FFFF BB4C 2440 B3C5 BDTD OCEE 4110 BSCE
Ox01FSBO0O | B3C6 O0CBD 1465 0000 0000 BD4Z 0BB3 FBOT7
Ox01FS380 | 7617 F7C7 0400 0000 740F BB41 0OCBD 7D10
O0x01FSA0 | 8306 04B% 4500 BD4Z2 04FC BSC1l C1ES 0ZF3

Binary code




B in a nutshell

« Only inactive sequences can be added to the active Natural language
sequences execution queue. » requirement

activation_segquence = /* Activation d'une séguence non active */
PRE - (sequences = seq‘uences_actives} THEN
ANY segu WHERE
sequ £ seguences - seguences actives 5 H
HEN - B Specification
sequences_actives := seguences actives U {seqgu}
END
END;

activation sequence = /* Activation d'une séguence non active */

VAR sequ IN
sequ <-- indexSequencelnactive; B |mp|ementati0n
activeSeguence (sequ)

END;

Philosophy:
Avoid to introduce errors during the development (proof)
instead of trying to detect them close to the end of the development (tests)

0x01FS70 | FFFF BB4C 2440 B3C5 BDTD OCEE 4110 BSCE
Ox01FSBO0O | B3C6 O0CBD 1465 0000 0000 BD4Z 0BB3 FBOT7
Ox01FS380 | 7617 F7C7 0400 0000 740F BB41 0OCBD 7D10
O0x01FSA0 | 8306 04B% 4500 BD4Z2 04FC BSC1l C1ES 0ZF3

Binary code




B (101)

o formal method (semantics)

— text-based models of unthreaded programs, no interruption
modifying the state variables

— same language to specify (MACHINE) and design (IMPLEMENTATION)
— set theory and first order logic

— Specification for the “what”

— Design for the “how” and the architecture

- MACHTINE

MO

- VARTABLES

xx, 11

- INVARTANT

xx: BOOL &
11 : INTECER &
(11 > 0 => xx = TRUE)

- INITIALISATION

i1 :=0 ||
x¥ = TRUE

- OPERATIONS

update =
BEGIN
xx := TRUE | |
ii o :: 1..3
END
END



B (1 01 ) - MACHTINE

MO
l - VARIABLES
Variables 0 . B ;i
 (Can be abstract (not implemented), just for reasoning | vx: BOOL &
» (Can be concrete: need to be implemented in one and only one implementation ii : INTECER &
(11 > 0 => xx = TRUE)
Invariant l l - INITIALTISATION
« Types for variables (set, function, scalar, boolean, integer, table, etc.) 11 :=DTE'H'JE
: : XX 1=
. Cons.traln.ts for vanableg B . OPERATIONS
 Invariant is true all the time update =
 ensured by initialisation i BEGIN
« |f true before executing an operation, still true after xx := TRUE ||
11 :: 1..3
END

Initialisation §
 First value for variables

» (Can be non-deterministic

« All variables initialized at the same time

END

Operation 0
» Modify modelling variables

A precondition may specify under which conditions the operation is callable
 Specified as a transfer function (no algorithm)



B (101) —

MO
- VARTABLES
xx, 11
- TNVARTANT
« With proof (models are validated by proof) xx: BOOL &
11 : INTEGER &
_ i i i (11 > 0 => xx = TRUE)
coherency / compliancy expressed as proof obligations | irros raacton
— proof obligations are not an option ' 11 :=0 11
¥x¥ = TRUE
— automatic generation J OPERATIONS
update =
— Pro: proof equivalent to exhaustive testing - BEGIN
xx := TRUE | |
— (Con: proof is semi-automatic (require expert 1 . ii:: 1..3
transactions to complete) END
— Proof extent can be checked at a glance “Invariant is preserved” &
"Check invariant ((ii) : (INTEZER))"
ﬁPRJnnz{Dmszmuﬂn%} [ [ [ ,=> o INTEGER
Classical view - E )
Cu:ur‘np;l‘::unent TypeChecked PGsGeneratEd[ F'ru:u:ufGhligatinnj[Prwed]Unprnved BO Checked 1i81: 1..3 &
o fox oK 2 2 ) : "Invariant is preserved” &
NN "Check invariant ({(ii) : (INTEGEER)})}"

What is to be proved ? What is proved ? 1i51: INTEGER




A Quick Example

Demo: project QuickExample



summary

MACHINE ATION MO i
MO REFINES MO
VARIABLES
)94 CONCRETE VARIABLES
INVARIANT XX
®xx: INT
INITIALISATION INITIALISATION
XX 11 1..5 XX 1= 2
OPERATIONS
op = OPERATIONS
BEGIN op =
XX 1 BEGIN
END xx =1
END
END END
& QuickExample (OK]OK]4]0]100%)
Classical view b [EBL
Everything proved
Component TypeChecked POs Generated (Proof Obligations) Proved | Unproved( BO Checked
Mmoo  OK OK 2 2 0 OK
49 MO 0K OK 2 2 0 QK

Something to prove

#include "M®.h"

/* Clause CONCRETE_CONSTANTS */
/* Basic constants */

/* Array and record constants */
/* Clause CONCRETE_VARIABLES */

static int32_t MO__ xx;
/* Clause INITIALISATION */
void M@__ INITIALISATION(void)

{

MO _ xx = 2;
}

/* Clause OPERATIONS */

void M@__ op(void)

{
MO xx = 1;

Able to be translated




Your turn

= (Create a component, a " Select MO then create a .
. StartAtelierB | 45 AtelierB.exe MACHINE named MO component, an IMPLEMENTATION &3)

O5(C:) » Program Files (x86) > AtelierBfull4.40 » bbin » win3d » of MO
. MACHINE IMPLEMENTATION MD_i

= (reate a project MO REFINES MO
Project Mame |MyPrn_1E::t ‘-L-- | VARIARLES

EE XX CONCRETE VARIABLES

(®) Software development INVARIANT K -

() System modelisation ww: INT

INITIALISATION INITIALISATION
= Select a directory with write access XX 11 1..5 XX 1= 2
Project preference OPERATIONS
An Ir1::!:1nr1si51:er1::5-I has been dia_tgcted in your project preferences, The projects directory does D}_:' = OPERATIONS
not exist, Please select an existing one, BEGIN Dp —
Default project directory |D:,.'_REALISA‘I‘IDNSI_PF‘.DJI:—FS_EJATE% Browse. .. wx v D l BEGIN
END XX = 1
= QOpen the project (double click) END
o & quide oK|oK]4]0]100%

= Select « classical view » . 2ickExampiz (OKIOKIH0]100%) END END)|

Classical view -

= Save (Ctrl+S) then Click on « FO » (proof with force O prover) @



How to get the colored editor 7

= Select Atelier B / Preferences menu item =  Select Internal Editor = (lose the open text editor

£ AtelierB '

AtelierB | View Workspace  Projec = (Check in the Proof obligation section as follows = Reopen it
Hew " \{:.E-v‘ ! Main window Praoj i

jects Mew components Internal Editor

: 5 = Ctrl+S to save

| Preferences || Editing preferences

10— reoman - = Your editor should look like this:

? P BOLeuschel Indentation count 4 B
> B MyProject Activate indentation 2

» &) Components
E2 Definitions
10 Libraries
» 0 source WD lemmas

Code verification

Perform semantic analysis of components

[ ] Perform BO Check on software components !

..........

Proof information (new POG is reguired

Display proof information in the editor

|| Generate POs when opening a file

Generate POs after file saving

| Force XML generanon when generaung Fis
| || Launch Force 0 atter PO generation in the editord




More Complex Examples

 Specification
 Refinement

* |mplementation
 Architecture
 Proof

 (Code generation



Foreword

Only small part of the B language is being explored
through this tutorial

You are invited to have a look at the B language Reference
manual

Automatic proof is not fully automatic:
= When it is proven, the model part is correct

= When it is not proven, we don’t know if the model part is correct
= Either the model part is incorrect or the proof tool is not able to complete
= Visual inspection is required

We will address models that are mostly automatically proven

Help

Manuals

Welcome

Contact us
About Atelier B

[

Proof Obligations Reference
Prover Reference Manual
Administrator Manual

B Language Reference



Foreword

Models are text-based

Mathematical notation with ASCII

Either type in the ASCII

Or drag & drop from the “B Symbols” view
inside the B model editor

B Symbaols
Dropped symbol: | Asdi -
Description Ascii Unicode Pricrity
x" Power > = 200
+  Addition + + 180
< Strictly less than < = 160
= Lessthan or equal <= = 160
= Strictly greater than > - 160
= (Greater than or equal == = 160
Z  Integer set INTEGER i
M Matural set MNATURAL Rl
Fi Mon-null naturals MATURAL1 F1
1 Quantified product P M
£ Quantified sum SIGMA z
Seguences
— Head insertion - —+ 160
I Head restriction A T 160
= Tail insertion “- — 160
L Tail restriction W 1 160
+  Concatenation o o 160
Logical operators
~ And & n 40
3 Exists E 3 250
% Forall ! v 230
#  Inequality /= #= 160
= Equality = = &0
= If and only if <=3 e &0
= |mplies == = 30
= Mot not(P) -
v Or or v 40
Sets
= Belongs : = &0
£ Mot belongs FH & 160




Key concepts

B models are models of software, by using

= Predicates = Substitutions

" apredicate s a logical formula, which may = substitutions represent the transformation of data
or may not hold (is true or is false) by programs

= equations, inequalities and membership of = 50 they change the state of a system

a set are simple predicates | |
= they concern some list of variables

e.g. xx=3
5<? = substitutions are mathematically defined as
Xx e {1,2,3) predicate transformers
= simple predicates may be combined by €.0. XX =0
negation, conjunction or disjunction XX 1€ INTEGER

e.g. XX+yy=0 A XX<yy XX, yye (xxe INTEGER A yye INTEGER)



B module is made of

Key concepts

specification component

MACHINE
MO

ABSTRACT CONSTANTS |

co
PROPERTIES
C0 : INTEGER

ABSTRACT VARIABLES :

XX
INVARIANT
X¥: BOOL
INITIALISATION
¥¥X := FALSE
OPERATIONS
opl =
BEGIN
XX :: BOOL
END
END

Static

Dynamic

Implementation component

1 IMPLEMENTATION MO 1
o= REFINES MO

3

4 — CONCRETE VARIABLES
5 XX

6- INITIALISATION

7 XX := FALSE
8- OPERATIONS

9 opl =
10— BEGIN
11 XX := TRUE
12 END
13 END

Dynamic



Specification

MACHINE

MO
A CT_CONSTRNTS ] List of identifiers  Ex: ¢0, xx, w, alt_ 2 characters minimum
PROPERTIES

C0 : INTEGER Predicates Ex: cO : BOOL & xx : INTEGER & ...
ABSTRACT VARIABLES

< ] List of identifiers
INVARIANT

xx: BOOL ] Predicates
INITIALISATION

wx 1= Fazse | Substitutions Ex: 0 = TRUE Il xx = 2
OPERATIONS

opl =

BEGIN

XX i BDDL] Substitutions
END

END



Specification: example 1

3 sensors return a measurement (whatever it is)

if all the measurents are inside a range (consensus), then
return OK else return KO

Objective: specify the service

We need:
= 3 variables representing the measurements
= The type and domain of the variables
= Two constants defining the bounds for the range
= Areturn value

VO T
V, — | laelien (= OK/KO
v, —
valueA
vy Upper bound
o #l v, }OK
Lower bound
sensors:
value‘ -
Vv
" 1
V L
0 KO
Vv
" 2

SEensors

»
»



Key concepts

= Predicates (some)

propositions

— P negation of P (logical NOT)

PAQ conjunction of P and Q (logical AND)
PvQ@ disjunction of P and Q (logical OR)
P=Q logical implication: = P v Q

P<Q logical equivalence: P=Q A Q=P

quantified predicates
Vx.(P,=Q,) universal quantification
Ix.(P,) existential quantification: — (V x.(—=P,))



Key concepts

= Predicates (some)

equality predicates

let x and y be two expressions

X=Yy X equaltoy

X#Y non equality: = (x=V)

inequality predicates
let x and y be two integer expressions

X<y X strictly less thany
X<y X less than or equal to y
X >y x strictly greater thany

X>Y X greater than or equal to y



Key concepts

= Predicates (some)

set predicates

let x be an element, and let X and Y be two sets

X e X membership: x is an element of X
X g X non membership



Specification: example 1

11— MACHINE
2 MO
3 sensors return a measurement (whatever it is) 3-| | CONCRETE_CONSTANTS
. . . 4 LowerBound,
if all the measurents are inside a range (consensus), then = 3 upperBound
6— PROPERTIES
return OK else return KO 7 LowerBound : NATURAL &
8 UpperBound : NATURAL &
9 LowerBound <= UpperBound
10 |
Objective: specify the service ST FND
Actions:
We need: = create a new project,
= 3 variables representing the measurements = create a component,
= The type and domain of the variables = type in the model above

= Two constants defining the bounds for the range
= Areturn value



Key concepts

= Substitutions (some)

null substitution
skip the variables keep their values

“becomes equal to” substitution

v:=E the value of E is assigned to v
e.g. w:=0

XX:=Vyy + 1

aa, bb := cc, dd

ff(il) := mm

‘“becomes element of” substitution
Vi X an element of X is assigned to v
e.g. w: (1..3)

[Spec, Impl]

[Spec, Impl]

[Spec]



Key concepts

= Substitutions (some)

simultaneous substitutions [Spec]
S111S2  applies the substitutions S1 and S2 simultaneously
the variables modified in S1 and S2 must be distinct
e.g. x:=11y:=2
X:=y Il y:=X



Specification: example 1

3 sensors return a measurement (whatever it is)

if all the measurents are inside a range (consensus), then
return OK else return KO

Objective: specify the service

We need:
= 3 variables representing the measurements
= The type and domain of the variables
= Two constants defining the bounds for the range
= Areturn value

1-
2
3
4
5
6—
7
8
9

MACHINE
MO

CONCRETE CONSTANTS
LowerBound,
UpperBound

PROPERTIES
LowerBound : NATURAL &
UpperBound : NATURAL &
LowerBound <= UpperBound

10- .E.BSTRBCT_?ERIEBLES
11 vd, vl, v2
12- INVARIANT

13 1yal v0 : NATURAL &
14 vl : NATURAL &
15 vZ : NATURAL
16— INITIALISATION

17 1yal v0 =0 ||

18 vl := 0 ||

19 vZ2 = 0

20 |

21 END

Actions:

type in the model above (complement)



Key concepts

= Substitutions (some)

“becomes such that” substitution [Spec]
X (P, the variable x is assigned a value which satisfies the predicate P,
e.g. X:(x:NAT & xmod 3 =1)

(results of dividing n by m, where n : N and m : N1)
qr:(g:N&r:N&n=Mm”*qg+r &r<m)

the previous value of x can be referenced in P, by x$0
e.g. X :(x>x$0)



Key concepts

= Substitutions (some)

IF substitution [Spec, Impl]
IF P, THEN S, ELSIF P, THEN S, ... ELSE S END

the substitution applied is:

« S, if P; holds and the previous predicates do not hold

» S if no predicate P, holds (by default S is skip)

e.q. IF x >10 THEN

X:=Xx-10
ELSIF x =0 THEN

X=X+
ELSE

X =1
END



Key concepts

= Substitutions (some)

BEGIN substitution (block substitution) [Spec, Impl]
BEGIN S END used to parenthesize substitutions

e.q. BEGIN x:=y Il yv:=x END
BEGIN x:=y ; y:=x+1 END



Specification: example 1

3 sensors return a measurement (whatever it is)

if all the measurents are inside a range (consensus), then

return OK else return KO

Objective: specify the service

We need:
= 3 variables representing the measurements
= The type and domain of the variables
= Two constants defining the bounds for the range
= Areturn value

20- OPERATIONS

21 update =

22— BEGIN

23 v0 :: NATURAL | |

24 vl :: NATURAL | |

25 vZ :: NATURAL

26 END

27 ;

28 return <-- check =

29— BEGIN

30- IF v0 >= LowerBound & v0 <= UpperBound &
31 vl »>= LowerBound & vl <= UpperBound &
32 vZ2 >= LowerBound & vZ <= UpperBound
33- THEN

34 return := TRUE

35- ELSE

36 return := FALSE

37 END

38 END

SEEER - Actions:

= type in the model above (complement)



Specification: example 1

20- OPERATIONS
21 update = update =
22— BEGIN BEGIN
23 v NATURAL | | v0, vl1l, v2 : (v0O: NATURAL & v1: NATURAL & vzh NATURAL)
24 vl NATURAL | | END
25 v2 NATURAL
26 END
27 ;
28 return <-- check =
29— BEGIN I I
30- IF v0 >= LowerBound & v0 <= UpperBound & leferent Ways Of mOdelllng
31 vl >= LowerBound & vl <= UpperBound &
32 vZ >= LowerBound & vZ <= UpperBound
33- THEN
34 return := TRUE 28 return <-- check =
35- ELSE 29— BEGIN
36 return := FALSE 30- return := boeol(v0 >= LowerBound & v0 <= UpperBound &
37 END 31 vl »>= LowerBound & vl <= UpperBound &
38 END 32 vZ >= LowerBound & v2Z <= UpperBound )
39 END 33 END
26 return <-- check =
277 - BEGIN
28— return := bool(
29 v0 : LowerBound..UpperBound &
30 vl LowerBound. .UpperBound &
31 vZ LowerBound. .UpperBound )
32 END




Key concepts

= Substitutions (some)

sequential substitutions [Impl]
5152 applies the substitution S1 and then the substitution S2
e.g. X:=1;y:=2

X:=Yy ; Vi=X+]1



[IMPLEMENTATION MO i SpeCIfICatIOﬂ example 1

REFINES MO

VALUES
LowerBound = 10;
UpperBound = 20

CONCRETE VARIABLES
v0, vl, v2 ] Implementation requires to have only concrete variables

INITIALISATION
vio
vl :
vZ o

QOPERATIONS
update =
BEGIN

v0 = 0; vl := 0; v2 := 0 ] Minimum implementation, we will see later on how to obtain random numbers

] Constants are given values that should verify their properties

] Should refine initialisation from specification model

nnn
o

END

return <-- check = "
BEGIN Should refine operation check from specification model
IF v0 >= LowerBound & v0 <= UpperBound &
vl »>= LowerBound & vl <= UpperBound &
vZ2 >= LowerBound & vZ <= UpperBound

THEN Actions:
return := TRUE ‘e .
ELSE = select specification component
L CSturn o= FALSE = click « Add component » and select implementation
END * = type in the model above (complement)

END = check that everything is proved



B module is made of
specification component

Key concepts

Implementation component

MACHINE

ABSTRACT CONSTANTS
FPROPERTIES

: INTEGER
ABSTRACT VARIABLES

INVARIANT

®¥¥: BOOL
INITIALISATION
:= FALSE
OPERATIONS

1 IMPLEMENTATION MD_i
o= REFINES MO

3

4 — CGHCRETE_VERIE.BLES
5 XX

6- INITIALISATION

7 XX := FALSE
8- OPERATIONS

9
10- BEGIN
11 XX := TRUE
12 ENIL
13 END|

Operations signatures have to be strictly identical
between specification and implementation



Abstract constants and variables to

Key concepts

support formal reasoning In implementation

Only concrete constants and variables

MACHINE 1
MO 2—
BBSTRHCT_COHSTANTS ]
co Abstract constants and variables
PEOPERTIES

c0 : INTEGER only visible in the component

IMPLEMENTATION MO 1
REFINES MO

CONCRETE VARIABLES

ABSTRACT VARIABLES ] where they are defined ‘= FALSE
TIONS
pl =
XXT BOCO . BEGIN
INITIALISATION In'this case XX := TRUE
XX := FALSE xx from MO and xx from MO_i 12
DPEREngS Are supposed to refer to the same variable 23 END
BEGIN
XX :: BOOL
END

END

] Except if they are defined as concrete



Modelling style: copy-paste

MACHINE
NO
CONSTANTS

LowerBound, UpperBound ]
PROPERTIES - IMPLEMENTATION NO i

LowerBound: NA'
LowerBound <= Uppe

OPERATIONS bodies are identical:
What is proved is ..... the copy-paste

v0 = 0;
vl := 0;

v2 =0
OPERATIONS OPERATIONS
return <-- check = : return <—- check =
BEGIN BEGIN

IF v0 >= LowerBound & v0 <= UpperBound &
vl »>= LowerBound & vl <= UpperBound &
vZ2 >= LowerBound & v2Z <= UpperBound

IF v0 >= LowerBound & v0 <= UpperBound &
vl >= LowerBound & vl <= UpperBound &
v2 >= LowerBound & vZ <= UpperBound

THEN THEN

return := TRUE return := TRUE
ELEE ELSE

return := FALSE return := FALSE
END END

END END



Actions:

Replace check operation specification by the one

below

Modelling style: copy-paste

Verify that everything is still proved

return <--
BEGIN

return

w0

vl

v

check =

= bool(

(IR

LowerBound & v0 <=
LowerBound & vl <=
LowerBound & vZ2 <=

UpperBound &
UpperBound &
UpperBound )

IMPLEMENTATION NO 1
REFINES NO

VALUES

LowerBound =
UpperBound = 20

10;

CONCRETE VARIABLES
vo, v1, w2
INITIALISATION

w0
vl

v o

0z
0;
0

OPERATIONS
return <-—— check =
BEGIN

IF v0 >= LowerBound & v0 <= UpperBound &
vl »>= LowerBound & vl <= UpperBound &
vZ2 >= LowerBound & v2Z <= UpperBound

THEN

ELSE

return :

return :

TRUE

FALSE



Modelling style: empty specification

The specification is empty: Implementation component
= No variable, no invariant
= (QOperation is skip (model variables unchanged)

IMPLEMENTATION NO 1

o= REFINES NO
3
4 — CONCRETE VARIABLES
1-' |MACHINE . IR
- No 6- INVARIANT
o= OPEERATIONS . v+ BOOL
; END °pt = siap 8- INITIALISATION
9 X¥ := FALSE
10 - QOPERATIONS
11 Dpl =
12- BEGIN
13 XX := TRUE
14 END
Comﬁnt TypeChecked POs Generated  Proof Obligations  Proved Unm 15 END
D o o ’ vl 1 proof obligation
M N0 oK oK 0 0 D L
oMoy ioK oK 0 0 0 0 proof obligation




Software with B: importing components

* Restrictions
— An operation can’t call another operation of the same module

1 IMPLEMENTATION MO 1

1- MACHINE

2 M0

3- OPERATIONS

4 opl = skip;
5 opZ2 = skip:;
© op3 = skip
7 END

10 END|

— Hence operations have to call other operations from imported components

1 IMPLEMENTATION MD_i
1 - MACHINE 2 REFINES MO 1 - MACEINE
2 MO 3 IIHPDRTS NO l 2 NO
3- | OPERATIONS 4= OPERATIONS 3- OPERATIONS
4 opl = skip z opl = 4 opZ2 = skip;
5 END E BEGIN 5 op3 = skip
T Dp2 H 6 END
8 op3
9 END
10 END




Software with B : importing components

— Imported services can be used from IMPLEMENTATION. Only their specification is visible, not the
way they are implemented

— Project dependency graph is as follows (graphical view)

K& ervFoz (okjoK 0 10]100%%)
Top-Bottom Graphical view -




Software with B : importing components

* Restrictions
— Concrete variables are initialized in one and only one implementation

1 IMPLEMENTATION MO 1

2 REFINES MO MACHINE

3 IMPORTS NO N0

4 - CDNCRETE_VBRIBBLES ABSTRACT VARIABLES
5 XX ,' xx |

6— INVARIANT INVARIANT

i X¥x: BOOL XX: BOOL
8- INITIALISATION INITIALISATION
9 XX := TRUE X¥x := TRUE
10- OPERATIONS OPERATIONS
11 opl = opZ2 = skip:;
12- BEGIN op3 = skip
13 op2; END
14 op3
15 END * IMPORTS
16 END @ Mo

CONCRETE_VARIABLES
v € Definition of identifier "x" as a concrete variable clashes with previous definition as a abstract variable

W




Software with B : context machines

« Advice for clean structure

— Constants and sets definitions have to be regrouped in context machines that can be seen (and
used by different other machines)

= MACHINE
2 M0 |
IMPLEMENT
3 CTX ATION MO i
MACHINE = OPERATIONS REFINES MO
3 opl = skip IMPORTS NO
T ; °:
CONSTANTS e .
LOWERBOQ = ,_VARIABLE
UPPERBOUND .

s XX : BOOL
LOWERBOUND : - o
UPPERBOUND : XIBLX S

OPERATIONS

opl =

1- MACHINE BEGIN
: = opZ;
3 SEEN CTX op3
4- OPERATIONS
3 op2 = skip; END)
6 op3 = skip
7 END




Software with B

o Architecture

— Based on moduleS (MACHINE + IMPLEMENTATION)

— An operation can’t call another operation of the same
module

— Hence operations have to call other operations from
imported components

— Some components have no implementation in B (developed

TargetSerial_i

Tree-like structure of a B project
manually) (Import links)

— Proving an IMPLEMENTATION requires:
* [ts specification MACHINE
* The specification of the MACHINES it IMPORTS
* The specification of the MACHINES it SEES



Software with B

Proving Serial_|i

— Proving an IMPLEMENTATION requires:
* [ts specification MACHINE
* The specification of the MACHINES it IMPORTS
* The specification of the MACHINES it SEES



Software with B

Proving TargetSerial_|i TargetSerial i

— Proving an IMPLEMENTATION requires:
* [ts specification MACHINE
* The specification of the MACHINES it IMPORTS
* The specification of the MACHINES it SEES



Software with B

In a B project, only implementations are translated
* Implementation have to be implementable
« No more non-determinism, sets, functions, etc.

 Only implementable types (BOOL, INT, tables of
BOOL and INT)

 Only imperative constructs: valuation, IF THEN ELSE,
CASE, WHILE, sequence, operation call.

TargetSerial_i

Translated code is very close to original B
implementation



Software with B

In a B project, only implementations are translated F
 |mplementation have to be implementable TargetSeril |
« No more non-determinism, sets, functions, etc.

/—\

 Only implementable types (BOOL, INT, tables of *
BOOL and INT) |

[ systeminterface |

 Only imperative constructs: valuation, IF THEN ELSE,
CASE, WHILE, sequence, operation call.

Translated code is very close to original B
implementation



Specification: example 2

3 sensors return a measurement (whatever it is)

if all the measurents are inside a range (consensus), and if decision made by other chain is
correct and identical, then return OK else return KO

=3 CC (OK/KO)

Objective: specify the service v, — L
Cross-verification of
WO, W1, W2, LB, UB, DD
. WO T
Remarks: | W, —— i ili'llli" DD (OK/KO)
= W0, W1, W2 come from different sensors than VO, V1, V2 W —

= (Chain, may be parameterized with different lower and upper bounds
= (Chain, may be programmed with different evaluation function

= We are testing both data and program integrity (we could add counters incremented at each verification to
demonstrate that the chains are still alive)



Specification: example 2

1_

: = CC (OK/KO)
4 sane,

2_ mvmsgﬁi-f sane2 Cross-verification of
7 sane : BOOL & W0, W1, W2, LB, UB, DD
8 sanel : BOOL & W0 —,

9 saneZ: BOOL &

10 1¥al sane = bool (5anel=TRUE & s5aneZ=TRUE) V\/1 —p> DD (OK/KO)
11-  INITIALISATION W, —

12 sl sane := FALSE || 2

13 ¥al sanel := FALSE ||

14 Al saneZ := FALSE

15— OFERATIONS

16 check?2 =

17- BEGIN

18- sane, sanel, saneZ: (

19 sane : BOOL & ' .

20 sanel : BOOL & ACtIOnS

21 saneZ: BOOL & '

22 sane = bool (sanel=TRUE & s5ancZ=TRUE) - Create d NEw prOJeCt

23 ) ]

» END Add component MO

25

26 END



IMPLEMENTATION MO 1

REFINES MO Actions:

IMPORTS utils, checker = Add COmponen’[ |\/|O_|

CONCRETE VARTABLES = Add component CTX (contains the definition
sanel, sane2 . of the lower and upper bound constants)

INTTTALISATION = Add the component checker that defines
sane TR check and complete_check operations
sane2 := FALSE = Add the component utils that defines

OPERATIONS getValues and getOtherValues
vm w0, w1, w2, wO, wl, w2, LB2, UB2, DD IN = Add CTX_i component that gives VALUES to

vo, vl, v2 <—— getValues; the COﬂStantS

wl, wl, w2, LBZ, UBZ, DD <-- getOtherValues;

sanel <-— check(v0, vl1, vZ):

saneZ <-- complete check(wO, wl, w2, LBZ, UBZ, DD);
IF sanel = TRUE & saneZ = TRUE

THEN

MACHINE MACHINE
sane := TRUE utils checker
QOPERATIONS SEES CTX
ELSE v0, vl1, v2 <-- getValues =
sane := FALSE REGIN OPERATIONS
sane <-- check(v0, vl, v2) =
END oRE
END v0: NAT &
END vl: NAT &
vZ: NAT
END THEN




MACHINE

CTX
CONSTANTS

LOWER BOUND,

UPPER BOUND
PROPERTIES

LOWEER BOUND : NAT &

UPPER _BOUND @ NAT &

LOWEERE. BOUND <= UPPER BOUND
END

1 IMPLEMENTATION CTX 1
2 REFINES CTX

3- VALUES

4 vyyi LOWER BOUND = 10;
SN2 /2 UPPER_BOUND = 20
6

7 END

Specification: example 2

OFPERATIONS
vo, vi1,
BEGIN

v
vl
v2
END
wl, wl,
BEGIN
w0,

vZ2 <-- getValues

NAT
NAT
NAT

w2, LB, UB, DD <-- getOthervValues

wl, w2, LB, UB, DD:

wi
wl
W2
LB
UB
(]

&

&
&
&
&

(



MACHINE

checker
SEES CTX
OPERATIONS
sane <-- check(v0, vl1, v2) =
PRE
vi: NAT &
v1l: NAT &
vZ: NAT
THEN
sane := bool(v0 >= LOWER BOUND & v0 <= UPPER BOUND &
vl >= LOWER. BOUND & w1 <= UPPER BOUND &
V2 »>= LOWER._BOUND & V2 <= UPPER_BOUND)
END
sane <-- complete check(w0, wl, w2, LB, UB, DD) =
FRE
wl: NAT &
wl: NAT &
w2: NAT &
LEB: NAT &
UB: NAT &
DD : BOOL
THEN
sane := bool(DD = bool(wD >= LB & w0 <= UB &
wl >= 1B & wl <= UB &
wZ >= LB & wZ <= UB))
END

23

IMPLEMENTATION Checker_i
REFINES checker

SEES CTX

OPERATIONS
sane «<—— check(v0, vl, v2) =

END

BEGIN
Sane

sane <-- complete check(wl, wl, wZ, LB, UB, DD)

BEGIN
Sane

wl
w2

>= LB & wl <=
>= LB & w2 <=

:= bool(v0 >= LOWER BOUND & v0 <= UPPER BOUND &
vl >= LOWER BOUND & vl <=
vZ >= LOWER BOUND & vZ <=

:= bool (DD = bool(wl >= LB & Wl <= UB &

UB &
UB))

UPPER_BOUND &
UPPER_BOUND)



How to complete the development

1 - MACEINE Actions:

2 B il = Generate code for utils component (utils.h) is

4 v0d, vl, v2 <-—— getValues = generated

5- BEGIN

6 VO :: NAT || = Copy-paste and rename the file in utils.c

i vl :: NAT ||

8 vZ i NAT u Ed”: SUCh ds.

9 END

1 #include "M@.h"
" 2
10 v 3 void utils_ INITIALISATION(void) {};
11 wl, wl, w2, LB, UB, DD <-- getOtherValues = .
5 /* Clause OPERATIONS */
12- BEGIN S . . .
7 void utils_ getValues(int32_t *v@, int32_t *v1, int32_t *v2) {
13- w0, wl, w2, LB, UB, DD: ( : e - 1
#yl = 5
14 w0 : NAT & o | m2sas
15 wl : NAT & 12 _ _ _ _ _
13 void utils__getOtherValues(int32_t *w@, int32_t *wl, int32_t *w2, int32_t *LB, int32_t *UB, bool *DD) {
1le wWZ : NAT & e twe = 13;
15 *wl = 19;
17 LB : NAT & 16 a2 = 125
17 *LB = 10;
18 UB : NAT & 18 *UB = 20;
19 *DD = true;
19 DD : BOOL 20
21 }
20 J an
21
22 END

23 END



How to complete the development

Actions:
= (reate a top.c file such as:

#include "M@.h"

void main (void){
MO__ INITIALISATION();
M@ check2();

g B WM

}

= (Compile the file
=  (Gcc—-Cc*.C
=  (Gcc —o0 CHECK.exe *.0

P goc -C F.C

§ gcc -o CHECK.exe *.0

b . fCHECEK. exe



Development processus

PROJECT PRGJEET
e ARCHIE H ARCHIVE

Project management

COMPONENT
FORMAL MODEL

SOURCE
CODE

PROOF OBLIGATIONS

COMPONENT
FORMAL MODEL

DEMONSTRATIONS Modelling



Development process

PROJECT

ARCHIVE Code genera’[ion

H

SOURCE
CODE

COMPONENT
FORMAL MODEL

SOURCE
CODE

PROOF OBLIGATIONS PrOVi ng PROOF OBLIGATIONS

DEMONSTRATIONS

DEMONSTRATIONS




Thank you for your
attention
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